
 
NAR Issue Summary
Technologies / Data Privacy and
Security

NAR Committee:

Federal Technology Policy Committee

What is the fundamental issue?

Public concern about the confidentiality of personal medical, financial and
consumer data has put pressure on policy makers to increase regulation on the uses
of this information. Given the recent large data breaches and increasing use of
online marketing/advertising targeting consumers, Congress has been considering
legislation to strengthen data collection, storage and flow regulations; require
privacy notices; and impose other information safeguards. 

I am a real estate professional. What does this mean for my
business?
Real estate professionals collect, store, and share a great deal of consumer
information, including some sensitive financial data. NAR recognizes the importance
of protecting consumer data and supports common sense data privacy and security
safeguards that are effective and appropriately tailored to avoid unduly burdening
small businesses.

NAR Policy:

In order to streamline and minimize compliance burden, NAR supports a single
federal standard for data privacy and security laws consistent with the following
principles:

Collection of Personal Information Should be
Transparent. REALTORS® should recognize and respect the privacy
expectations of their clients. They are encouraged to develop and
implement privacy and data security policies and to communicate those
policies clearly to their clients.
Use, Collection and Retention of Personally Identifiable
Information. REALTORS® should collect and use information about
individuals only where the REALTOR® reasonably believes it would be useful
(and allowed by law) to administering their business and to provide
products, services and other opportunities to consumers. REALTORS® should
maintain appropriate policies for the reasonable retention and proper
destruction of collected personally identifiable information.
Data Security. REALTORS® should maintain reasonable security standards
and procedures regarding access to client information.
Disclosure of Personally Identifiable Information to Third
Parties. REALTORS® should not reveal personally identifiable data to
unaffiliated third parties unless: 1) the information is provided to help
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complete a consumer initiated transaction 2) the consumer requests it; 3)
the disclosure is required by/or allowed by law (i.e. investigation of
fraudulent activity); or 4) the consumer has been informed about the
possibility of such disclosure through a prior communication and is given
the opportunity to decline (i.e. opt-out.)
Maintaining Consumer Privacy in Business Relationships with Third
Parties. If a REALTOR® provides personally identifiable information to a third
party on behalf of a consumer, the third party should adhere to privacy
principles similar to the REALTOR® that provide for keeping such
information confidential.

Opposition Arguments:

Opponents of proposed legislation/regulations are generally concerned about
limiting various business practices that may significantly curtail certain business
models or create what is viewed to be excessive costs for business. Others believe
that these proposals do too little to protect consumers.

Legislative/Regulatory Status/Outlook
Congress has been considering legislation that would:

Cover all entities handling sensitive information with no exemptions for
banks, telcos, or third parties.
Include within the scope of legislation:

A breach of security is the acquisition of data (not access or
acquisition);
Sensitive account/personal information are narrowly defined terms
(not expansive);
The trigger for notice is risk-based (requiring what is defined as
financial harm).

Set reasonable data security standards for non-banks;
Provide for the enforcement by banking regulators for banks, and by FTC for
non-banks;
Ensure equivalent enforcement by all banking regulators and the FTC, with
requirement that the agencies coordinate on equivalent enforcement and
penalties; and
Give all covered entities the benefit of solid preemption of state and
common law.

NAR has developed an educational toolkit for members and has developed an online
training course available through REALTOR® University. 
 

http://www.nar.realtor/law-and-ethics/nars-data-security-and-privacy-toolkit
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Current Legislation/Regulation (bill number or regulation)

Congressional authorizing committees have not introduced legislation at this time.

Legislative Contact(s):

Austin Perez, aperez@nar.realtor, 202-383-1046

Erin Stackley, estackley@nar.realtor, 202-383-1150

Regulatory Contact(s):

Austin Perez, aperez@nar.realtor, 202-383-1046

Erin Stackley, estackley@nar.realtor, 202-383-1150
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